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Prevention of Voice Phishing

= Check the main types of voice-phishing scams.
* What is “voice phishing™?

- “Voice phishing” is a compound word of “voice” and “phishing,”
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meaning ‘to hook personal information using voice (phone calls).”

[t is one type of telecommunication-based financial fraud. [Daegu
Metropolitan Police Agency (dgpolice.go.kr) — Citizen Services —
Understanding Voice Phishing — What is Voice Phishing?]

% What is “phishing”?

- “Phishing” is a scheme in which an email or message that appears
to be from a financial institution or public agency is sent to the
victim, who is then lured to a fake website. There, the victim enters
personal information such as a resident registration number as
well as financial information like an account number, password, or
security card numbers. The scammers use that information to access
the victim's financial accounts and withdraw funds. [Electronic
Cybercrime Report & Management System (ecrm.police.go.kr) —
Victim Relief System — Relief Procedures for Telecommunication-
based Financial Fraud (Phishing).]

* Main types of voice phishing
- The main voice-phishing types and scam methods are as follows
[Financial Supervisory Service (www.fss.or.kr) — Supervision —
Consumer Protection — Voice Phishing Prevention — Precautions]:
O Extortion under the pretense of a child’s abduction or accident
- Scammers who already know the child’'s and parent’'s phone numbers
spoof the child’s number and call the parent, pretending the child

has been in an accident or has been abducted, thereby tricking the
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parent into sending money (e.g., “your child was abducted on the
way to school,” “your son in the military had an accident,” “your child
studying abroad was abducted or in an accident’).
@ Impersonating an acquaintance over a messenger to request a
transfer

- After hacking another person’s internet messenger ID and
password and logging in, scammers send direct messages or notes
to registered family and friends to urgently request money (e.g.,
settlement for a traffic accident). If the victim is deceived and sends
funds, the scammers take them.

® Using internet banking to steal card-loan proceeds and deposits

- By luring victims with pretexts such as identity theft, information
leakage, or involvement in a crime, scammers obtain credit card
information (i.e., card number, PIN, CVC) and internet banking
credentials (e.g., internet banking ID, password, account number,
authorized digital certificate password, security card numbers) via a
phishing site. They then take out a card loan by ARS or online in the
victim's name, and transfer the card-loan proceeds to the scammer’s
account through internet banking after reissuing the digital certificate.

@ Deception with fake emergency SMS in the name of a financial
company or the Financial Supervisory Service, leading to a phishing
site to steal deposits, etc.

- An SMS is sent as if it were an official notice from a financial company or
the Financial Supervisory Service (e.g., security upgrade or verification
of information leakage). Victims are guided to a phishing site and
induced to enter financial transaction information, which is then used
to borrow funds in the victim's name.

(® Obtaining telebanking information by phone to steal money

- Targeting people in their 50s—70s, scammers confirm or induce

telebanking enrollment over the phone. Using pretexts such as

identity theft, information leakage, or involvement in a crime,



they obtain information necessary for telebanking (e.g., resident
registration number, transfer PIN, account passbook PIN, security
card serial number and codes) and transfer funds from the victim's
account to the scammer’s account.

® Luring victims to an automated teller machine (ATM) under false

pretenses
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- Impersonating officials of the National Tax Service, National Health

Insurance Service, or National Pension Service, scammers call
victims and claim that taxes, insurance premiums, or pensions were
over- or wrongly charged and will be refunded, luring victims to an
ATM and directing operations to divert funds.
(@ Deceiving victims into transferring funds themselves
- Scammers steal students’ college application details, spoof the
actual university's phone number, then call parents and students to
instruct them to pay tuition into the scammer’s account.
Stealing card-loan funds via ARS after obtaining credit card
information
- Using pretexts such as identity theft, information leakage, or
involvement in a crime, scammers obtain credit card information
(i.e., card number, PIN, CVC). They then use ARS to take out a card
loan in the victim's name and immediately call back to falsely claim
“criminal funds were deposited,” inducing the victim to transfer the
funds to the scammer’s account.
© “Role-play” deception to mislead the victim
- Impersonating bank staff or police/prosecutors, scammers stage
realistic scenes in bank lobbies or offices resembling police stations
or prosecutors offices to deceive victims and extort money.
“Wrong amount sent” pretext to obtain money
- Scammers send an SMS or call claiming they transferred payment for
goods, accommodation fees, etc., then say it was mistakenly sent and

demand a refund or the difference, thereby obtaining funds.
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= Be sure to learn voice-phishing prevention methods.
* Prevention of voice-phishing
- To prevent any loss caused by voice-phishing, keep the following
guidelines in mind [Financial Supervisory Service (www.fss.or.kr) —
Supervision — Consumer Protection — Voice Phishing Prevention —
How to Deal with Damages].
(D Never respond to requests for financial transaction information.

- If someone calls you claiming “your personal information leaked”
or “you're involved in a crime,” and asks for your account number,
card number, or internet banking ID, or tells you to enter them on
a website, do not comply under any circumstances. Telebanking is
especially vulnerable because, unlike internet banking, it does not
require steps like reissuing an authorized digital certificate; if someone
else obtains your telebanking details, you are at high risk of fraud.

@ If you are told to go to an ATM, it is voice phishing without a doubt.

- Do not follow any instructions to go to an ATM on the pretext of refunding
taxes or insurance premiums or taking “account-safety measures.”

® Stay prepared for “child-abduction” voice phishing.

- To be ready, keep contact information for your child’s friends,
teachers, and relatives in advance.

@ Even if the caller already knows your personal or financial details,
verify the message is genuine.

- Scammers often approach you already knowing some of your
information. Always verify the authenticity of any phone call, text
message, or internet-messenger message.

® If you are targeted, promptly request a payment suspension.

- If voice phishing occurs, immediately request a payment hold on
the scam account by calling the National Police Agency (&112) or
the call center of your financial institution.

® Immediately invalidate any financial transaction information that has

been exposed.



- Cancel or discard any leaked financial transaction information
without delay.
@ Never transfer or lend your bankbook or debit (check) card.
- Transferring your bankbook or debit (check) card can be used for
crime. Never hand them to anyone for any reason. Transferring a

bankbook or card is a criminal offense under "Electronic Financial
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Transactions Act; and can lead to criminal penalties.

Be aware that caller ID numbers can be spoofed.

- Even if you are enrolled in a “pre-designated telebanking number”
service, caller ID can still be manipulated via internet exchanges.
Do not be deceived by claims such as, “Because you enrolled
in the pre-designated number service, no one but you can use
telebanking, so you can relax.”

@ Always confirm you are on the official website of the financial
institution or agency.

- Phishing sites do not use the legitimate address. For any link you
receive by text or email that claims to be a financial institution or
public agency, verify the correct address by searching before visiting.

Actively use the “Electronic Financial Fraud Prevention Service.”

- To prevent unauthorized reissuance of your authorized digital

certificate and similar scams, actively use each bank’s “Electronic

Financial Fraud Prevention Service.”

% FElectronic financial fraud prevention service

This service was introduced to prevent scams where criminals illegally
obtain a customer’s information and fraudulently issue an authorized
digital certificate in another person’s name to steal assets. It includes @
a device-registration service and @ an additional-authentication service
(when a device is not pre-registered) [Financial Supervisory Service
(www.fss.or.kr) = Supervision — Consumer Protection — Voice Phishing

Prevention — Main Systems].
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= If you have been victimized by voice phishing, follow these steps:
o If you fall victim to voice-phishing, take the following steps in order. [See
Financial Supervisory Service (www.fss.or.kr) — Supervision — Consumer

Protection — Voice Phishing Prevention — How to Deal with Damages].

What to do

(D Call the deposit—taking financial institution or the remitting financial institution’s
call center immediately to report the damage and request a payment suspension
on the account. [National Police Agency (&112) and Financial Supervisory
Service (&81332).]

9

@ If your ID, account number, or other personal information has been leaked—or if
you clicked a suspicious URL and suspect a malicious—app installation—take the
following actions quickly:

¥ Reset your mobile phone or delete any malicious apps.
(Keep the phone powered off or switch to airplane mode until you reset it.)

M Visit the Financial Supervisory Service’s Personal Information Exposure
Prevention System (pd.fss.or.kr) and register that your personal information was
exposed. (Use another phone or a computer if possible.)

¥ Visit the Korea Financial Telecommunications & Clearings Institute’s Account Information
Integration Management Service (Wwww.payinfo.or.kr) and apply for a payment suspension
on your accounts (all or selected). (Use another phone or a computer if possible.)

[M Visit the Korea Association for ICT Promotion’s Identity Theft Prevention Service
(www.msafer.or.kr) to check whether a mobile line has been opened in your
name without authorization.

\ 4

(® Within three business days of your application, submit a written victim—-relief request at
the branch where you applied for the payment suspension, together with supporting
documents such as an Incident/Accident Confirmation issued by a police station
[Electronic Cybercrime Report & Management System (ecrm.police.go.kr)]. (Confirm
required documents with the financial institution or the police before visiting.)

X After you take these emergency actions, follow the guidance of your financial
institution and the police to complete any additional steps required, such as
revoking/reissuing your digital certificate or reporting the loss of your ID.



Phong tranh Itra dao qua dién thoai

= Hiy cung tim hiéu cac hinh thirc lira ddo qua dién thoai phd bién.
* Voice phishing la gi?

- “Voice phishing” 14 tir ghép ctia “Voice” (giong noi) va “Phishing” (tdn cong
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gid mao), cé nghia la “diing giong noi (cudce goi) dé danh cip théng tin ca

nhan”. Pay la mot hinh thirc ctia toi pham tai chinh qua vién thong — dién
tir[Tham khao S& Canh sat Daegu (dgpolice.go.kr) - Quang truong Cong
dan - Tim hiéu Voice Phishing - Voice Phishing la gi?].

% Phishing la gi?

- Phishing 1a thu doan gia danh t& chtre tai chinh hodc co quan nha
nudce dé giri email hodc tin nhan cho nan nhéan, du nan nhan truy
cap vao trang web gia mao. Sau khi nan nhan nhap théng tin ca
nhan nhu sb can cudce cong dan, s6 tai khoan, mat khau, ma sb the
bao mat, ké gian sé danh cdp cac thong tin nay va truy cap vao tai
khoan ngan hang ctua nan nhan dé rat tién [Tham khao Hé théng
bao cio t0i pham mang (ecrm.police.go.kr) - Quy trinh hé trg nan

nhan - Gian 14an tai chinh dién ttr (Phishing)]

* Cac loai Voice phishing (Itra ddo qua dién thoai) chinh

- Céac loai hinh va phuong thirc Itra dao qua Voice phishing chinh nhu
saulTham khao Uy ban Giam sat Tai chinh (www.fss.or.kr) - Ngudi bao
vé Voice Phishing - Tim hiéu Voice Phishing - Loai hinh lira dao chinhl].

(D Mao nhan bit coc/tai nan tré em dé chiém doat tién
- Thu doan cua ké lira dao da biét trude sb dién thoai ctia con cai va bd
me, sau dé nguy tao mot cudce goi tir sd dién thoai ctia con céi roi lira
b6 me rang con bi tai nan hodc bat coc, tir do lira lay tién tir bd me (4y
Iy do tré dang dén truong bi bat coc, con di quan doi bi tai nan, con

dang du hoc & nuéc ngoai bi bat cdc hodc bi tai nan, v.v)
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@ Mao danh ngudi quen trén tin nhin/tng dung nhan tin dé yéu cau
chuyén tién

- Hack ID va mat khau tin nhén trén internet ctia ngudi khac va ding
nhap vao, sau d6 thuc hién tro chuyén 1:1 hodc gui tin nhan dén
nguoi quen 1a gia dinh, ban bé, v.v ¢6 trong danh ba va nho gitp
d& mot sb tién gap nhu can tién mat, tién thoa thuan do gip tai
nan giao thong, v.v, khién nan nhan bi lira va chuyén tién cho ké
Itra dao

® Dung internet banking/phishing dé chiém doat tién (vay tiéu dung,

rit tién, v.v.)

- N6i déi rang nan nhan dang bi mao danh, 16 théng tin, dinh liu vao
mot vu an, v.v dé théng qua mot trang web Phishing 14y thong tin thé
tin dung (ma s6 thé, mat khau, ma CVC) va thong tin Internet Banking
(ID, mat khau, s6 tai khoan, mat khau chit ky dién tr, ma sb the OTP, v.v
cua Internet Banking), sau do keé lira ddo sé vay no bang thé ding tén
nan nhan qua ARS hodc Internet, roi dang ky cip lai chit ky dién tr va
st dung Internet Banking dé chuyén sb tién da vay dé vao tai khoan
clia minh

@ Guri SMS gia mao théng bao khan cua td chire tai chinh/Uy ban giam
sat tai chinh dé Itra, din vao trang web Phishing va chiém doat tién
guri

- Gui tin nhan giéng nhu mot thong bao (nang cip bao an, xac nhan bi
thiét hai do 16 thong tin, v.v) duoc guri tir cong ty tai chinh hay Vién
Giam sat tai chinh dan du nan nhan dén trang web Phishing, lira nan
nhan nhap cac thong tin giao dich tai chinh réi st dung théng tin dé
dé vay tién bang tén cta nan nhan

® Lira dao tién bang cach 14y théng tin tele-banking qua dién thoai

- Nham vao nguoi cao tudi (50 - 70 tudi), ké gian goi dién xac nhan
hodc huéng dan nan nhan ding ky tele-banking; sau dé loi dung
danh nghia mao danh, ro ri théng tin, hodc lién quan vu an dé lira

nan nhan cung cip cac thong tin can thiét cho tele-banking (sé can



cudc cong dan/dang ky cu tra, mat khiu chuyén tién, mat khau sb
tiét kiém, sb sé-ri thé an ninh, ma thé an ninh, v.v.), rdi dung cac
théng tin d6 chuyén tién tir tai khoan nan nhan sang tai khoan cua
ke gian dé chiém doat

® Dung muu hong du nan nhan dén ATM rdi chiém doat

- Ké gian mao danh can bé Cuc Thué, Bao hiém Y té, hodc Quy Huu
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tri, v.v. goi dién noéi nan nhan bj trir/thu thira tién va sé hoan tra,

du nan nhan dén may giao dich tu dong (ATM) rdi thao ting/chi
dan nan nhan thao tac dé chiém doat tién
@ Lira nan nhan chuyén tién truc tiép theo chi dan
- T6i pham lira dao cé thé lay danh sach hoc sinh dang ky nhéap hoc,
roi mao danh sb dién thoai cta truong dang hoc va goi dién cho
phu huynh, hoc sinh dé lira dao gtri tién dang ky nhap hoc vao tai
khoan ctia ké Itra dao
L4y théng tin the tin dung roi loi dung ARS dé chiém doat khoan vay thé
- Du d& nan nhan bang cac Iy do nhu mao danh, ro ri thong tin, lién
quan vu an, v.v. dé chiém doat théng tin thé tin dung (sé thé, mat
khau, ma CVC). Sau do, ké gian qua ARS dang ky card loan (vay
theo thé) dudi tén nan nhan, dong thoi goi lai bao sai su that rang
c6 khoan tién lién quan dén hoat déng pham phap da duoc nép,
rdi yéu cau nan nhan chuyén tién vao tai khoan do ké gian chi dinh
dé chiém doat
® Ltra dao bang dién kich tinh huéng dé danh lira nan nhan
- Ké gian mao danh nhan vién ngan hang, diéu tra vién céng an/
vién kiém sat, v.v. va dan dung céc tinh hudng gidng nhu that trong
phong giao dich ngan hang, phong lam viéc céng an/kiém sat, v.v.
dé Itra nan nhan va chiém doat tién.
Gia vor chuyén nham tién dé lira nan nhan hoan tra
- Ké gian goi dién hodc gtri tin nhan théng bao da chuyén tién thanh
toan hang hoa, tién luu trd, v.v., roi néi la chuyén nham va yéu cau

nan nhan hoan tra hodc bu chénh léch, tir d6 chiém doat tién
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= Hay ghi nhé cac bién phap phong tranh Voice phishing.
 Nguyén tac phong tranh Voice phishing
- Pé phong tranh thiét hai do Voice phishing, ban cin ndm cac nguyén
tic sau day[Tham khao Uy ban Giam sat Tai chinh (www.fss.or.kr) -
Ngudi bao vé Voice phishing - Phai lam gi néu ban la nan nhan cua lira
dao qua giong noi? - Meo phong ngtral.
@ Tuyét dbi khong cung cap théng tin giao dich tai chinh.

- Néu c6 cudc goi yéu cau cung cip sb tai khoan, sb the, théng tin
Internet banking hodc yéu cau nhédp thong tin 1én trang web véi ly
do ro ri théng tin ca nhan, lién quan vy an, v.v. thi khong lam theo.
bac biét luu v tele-banking: khac véi Internet banking, tele-banking
thuong khong yéu cau thu tuc nhu cp lai chir ky dién t&r nén néu
thong tin bi 16 cho nguoi khac thi rat dé bi loi dung gay thiét hai

@ Néu bao phai dén cay ATM thi 100% la Voice phishing.

- Néu ngudi goi hen dua ban dén cay ATM véi Iy do hoan thué, tra lai tién
bao hiém, thuc hién “bién phép an toan tai khoan”, v.v. thi khong duoc
lam theo

® Chu déng phong tranh ltra dao Voice phishing gia danh bat céc con cai.

- Pé phong tranh lira dao dang “bit coéc con cai”, hay luu san sb dién

thoai ctia ban beé, gido vién, nguoi than ctia con
@ Ngay ca khi ngudi goi biét rd théng tin ca nhan hodc giao dich cta
ban, van phai kiém chtrng do that gia.

- Hién nay, nhiéu keé lira dao da c6 sin thong tin ca nhan hodc thong
tin tai chinh ctia nan nhan, vi vy can xac minh tinh xac thuc cta
no6i dung cudc goi, tin nhin hodc tin nhin qua ¢ng dung internet

® Néu da bi lira, hdy yéu cau “déng bang” tai khoan ngay lap tte.

- Khi phat hién bi Itra qua Voice phishing, hay goi ngay cho Canh sat
(112) hodc téng dai cua tb chire tai chinh dé yéu cau tam nglng
thanh toan tai khoan lién quan dén hanh vi lira dao

® Phai hty ngay cac théng tin giao dich tai chinh da bj 16.
- Néu thong tin tai chinh da bi ro i, hiy ngay lap tirc khoa, htly cac théng tin d6



@ Tuyét d6i khong chuyén nhuong so tiét kiém hodc thé debit ngan hang.
- Viéc chuyén nhuong sb tiét kiém hodc thé ATM/thé ghi no (debit)
cho nguoi khac co6 thé bi loi dung cho hanh vi pham t0i, va bi coi
la hanh vi vi pham "Luat Giao dich tai chinh dién ttr,, c6 thé bi xt
ly hinh su

Hay canh giac vi sb dién thoai hién thi c6 thé bi lam gia.
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- Ngay ca khi ban da ding ky dich vu sb dién thoai xac thuc trude,

ké gian van c6 thé gia mao s6 dién thoai théng qua tdng dai
Internet. Do do6, néu cé ngudi goi noéi rang “ngoai ban than ban
la nguoi da dang ky s6 chi dinh trude, khong ai cé thé dung tele-
banking nén hay yén tam” thi tuyét déi dirng tin
® Ludn kiém tra k§ xem trang web c6 phai la trang chinh thtre cua t6
chtre tai chinh hay khong.

- Céc trang web Phishing thuong khong c6 dia chi web binh thuong, vi
vay khi nhan duoc tin nhin hodc email c6 chira dudng link t&i ngan
hang hodc co quan nha nudc, hay tu tra ctu dia chi chinh xac qua
cobng cu tim kiém

Hay chu dong str dung dich vu “Phong tranh gian 14n tai chinh dién tr’.

- Pé ngan chan viéc ngudi khac tai cip chtr ky dién tr trai phép
hodc thuc hién giao dich dién t&r bat hop phap, ban nén tich cuc
st dung dich vu phong tranh gian lan dién t&r do cac ngan hang

cung cap.

% Dich vu phong tranh gian 1an tai chinh dién tir

Pay 1a dich vu duoc thiét 1ap dé phong tranh thu doan gian lan trong
do ké gian chiém doat thong tin khach hang va phat hanh chit ky dién
ter trai phép nham chiém doat tai san tai chinh. Dich vu gdm c6: @
Dich vu dang ky thiét bi ¢6 dinh @ Dich vu xac thuc bd sung (4p dung
khi chua dang ky thiét bi c¢b dinh)[Tham khao Uy ban Giam sat Tai
chinh (www.fss.or.kr) - Nguoi bao vé Voice phishing - Tim hiéu Voice

phishing - Huéng dan mot sb6 ché dé chinhl.
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» Néu bi lira d4o qua dién thoai (Voice phishing), hdy xtr Ij ding theo huéng dan.
* Cach tng pho khi bi thiét hai do Voice phishing
- Khi bi Voice phishing, can xtr Iy theo dung trinh tu sau day[Tham
khao Uy ban Giam sat Tai chinh (www.fss.or.kr) - Ngudi bao vé Voice
Phishing - Nén lam gi néu la nan nhan cua Voice phishing - Cach trng

phé khi ban la nan nhan cua Voice phishing].

Cach trng pho

@ Goi ngay cho tdng dai clia t6 chirc tai chinh noi chuyén tién hodc noi nhan tién
dé bdo céo thiét hai va yéu cdu tam ngling thanh toan tai khoan. [Canh séat (&
112) hodc Uy ban Gidm sét Tai chinh (&1332)]

\ 4

@ Néu thong tin ca nhan (CCCD, sb tai khoan, v.v.) da bi ro ri, hodc da truy cap
dudng link dang ngd va nghi ngd cai dat phan mém déc hai, hay thuc hién ngay
cac buoc sau:

[ Khéi phuc cai dat goc hodc xda app doc hai
(Trudie khi khoi phuc, hay tat ngudn dién thoai hodc chuyén sang ché dd may bay)

M Truy cap Hé thdng phong ngtra rii ro cho ngudi bi o ri thong tin ca nhan cla Uy
ban Giam sat Tai chinh (https://pd.fss.or.kr/), sau dé dang ky thong tin ca nhan da
bi rd ri (nén s dung dién thoai khac hodc may tinh cé nhan khac)

[ Truy cap Dich vu quan Iy tap trung thdng tin tai khodn ca nhan clia Uy ban Vién thong va
Thanh toan Tai chinh Han Quéc (www.payinfo.or.kr), sau dé dang ky y&u cau tam ngimg
thanh toan tai khodn (toan bd hodc mét phan) (nén st dung dién thoai khac hodc may tinh
khéac)

M Truy cap Dich vu phong chdng gid mao danh tinh cta Hiép hdi Thuc day Cong
nghé Thong tin va Truyén thdng Han Quéc (www.msafer.or.kr), dé kiém tra xem
c6 sb dién thoai nao duoc mé trai phép duwdi tén cla ban hay khdng

\ 4
® Dén chi nhanh ngan hang da y&u cau tam nglng thanh toan va ndp ho so’ yéu cau boi
hoan thiét hai kém theo Gidy xéc nhan su viéc do Canh sét cép [t Hé théng béo céo
t0i pham mang (ecrm.police.go.kr)] (trong vong 3 ngay lam viée, lién hé trude véi ngén
hang hodc don canh sat dé xac nhan danh muc gidy t& can chun bi)

% Sau khi da thuc hién cac bién phap (ng pho véi Voice phishing, can thuc hién
thém céac budc bdo mat bd sung theo hudng dan clia td chire tai chinh va canh sét,
chang han nhu hiy hodc cép lai chi ky dién, bao mét gidy to tuy than.
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